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Secure Messengers

• WhatsApp

• iMessage

• Telegram

• Signal

• Line



What "Secure" means to us

• Possibility to create end-to-end encrypted conversations ?

• Strong Crypto in use ?

• Possibility to verify each other ?

• Secure storage ?

• Privacy ?



What we were looking at

1) General & Crypto

2) End-to-end encryption & MITM

3) Account Hijacking

4) Privacy

5) Insecure Transmission & Storage



History



http://www.yourdailymac.net/2011/05/whatsapp-leaks-usernames-telephone-numbers-and-messages/



http://www.h-online.com/security/news/item/WhatsApp-no-longer-sends-plain-text-1674723.html



http://securityaffairs.co/wordpress/22449/hacking/whatsapp-lack-certificate-pinning.html





History ... The End



1) General & Crypto
2) End-to-end encryption & MITM

3) Account Hijacking

4) Privacy

5) Insecure Transmission & Storage



WhatsApp General

http://www.statista.com/statistics/260819/number-of-monthly-active-whatsapp-users/



WhatsApp Crypto

• Partnered with Open Whisper Systems (2014)

• Same as Signal (??) - Closed source

• "Security Indicators" in Beta version



iMessage General

• End-to-end encryption by default (even group chats)

• Default iPhone messaging application

• ~ 200.000 iMessages sent per second



iMessage Crypto

• RSA 1280-bit key (encryption)

• ECDSA 256-bit key on NIST P-256 curve (signing)

• AES128 in CTR mode

• SHA-1 for hashing (!!)

• No PFS

https://www.apple.com/business/docs/iOS_Security_Guide.pdf



Telegram General

https://twitter.com/telegram/status/702064118350659584



Telegram Crypto

• Some "homemade" Crypto

• RSA 2048-bit key (encryption)

• AES 256 in IGE mode (no integrity protection!!)

• Plain SHA-1 for "signing" (pseudoMAC-Then-Encrypt)

• Homemade KDF for IV & AES key

http://unhandledexpression.com/2013/12/17/telegram-stand-back-we-know-maths/





Signal General

• End-to-end encryption by default (even group chats)

• Open source

• ~ 1 million downloads via Google Play



Signal Crypto

• ECDH with Curve25519

• HMAC with SHA256

• AES256 in CTR and CBC mode



Line General

• Since Oct. 2015 end-to-end encrypted single chat per default

• ~ 215 million active users in 2015
• mainly in Japan

• Encrypted group chat in development



Line Crypto

• ECDH-256

• AES256 in CBC mode

• No PFS (??) → not documented

• Bad documentation



1) General & Crypto

2) End-to-end encryption & MITM
3) Account Hijacking

4) Privacy

5) Insecure Transmission & Storage







http://www.tripwire.com/state-of-security/latest-security-news/apple-imessage-vulnerable-eavesdropping-mitm-attacks/



"Apple has no way to decrypt iMessage and FaceTime data 
when it’s in transit between devices."

[..]

"... we wouldn’t be able to comply with a wiretap order even if we 
wanted to."
https://www.apple.com/privacy/approach-to-privacy/





WhatsApp, iMessage & Line

• No way to verify, if the correct key was exchanged
• The key infrastructure is controlled by the provider

• Closed-source software
• Even if there would be a way to verify each other, who says that the 

software does not return "true" all the time?



Verify your contacts !!
(compare public key hashes via a secure channel)



1) General & Crypto

2) End-to-end encryption & MITM

3) Account Hijacking
4) Privacy

5) Insecure Transmission & Storage



Account Hijacking

• Authentication via SMS or phone call
• WhatsApp, Telegram, Signal, ...

• Intercept SMS or phone call
• IMSI Catcher, SS7 vulnerability



http://www.techlicious.com/blog/whatsapp-account-hijackings-authentication-code-hack/



Account Hijacking

• Indicators for hijacked account
• Telegram → notification, new device linked

• Signal → new messages fail

• WhatsApp → old device unlinked

• Impact of Account Hijacking

• WhatsApp → group chats

• Telegram … 



Account Hijacking

"We store messages, photos, videos and documents from your 
cloud chats on our servers, so that you can access your data 
from any of your devices anytime and use our instant server 
search to quickly access your messages from waaay back. "
https://telegram.org/privacy

https://www.fredericjacobs.com/blog/2016/01/14/sms-login/



Account Hijacking

• Mitigation
• Password for Telegram

• No mitigation for other messengers like WhatsApp and Signal



1) General & Crypto

2) End-to-end encryption & MITM

3) Account Hijacking

4) Privacy
5) Insecure Transmission & Storage



Privacy

• Signal hashes contacts
https://54.172.208.191/v1/directory/tokens
{

"contacts": [
"hr/5JNlZd7AgnQ",
"lLkSRf60EHM8tA",
"BprFLzDEJZnJyw",
"+k6SXgmv1mCQJw",
"Lroio4/R1J6H9g",
...

}



Privacy

• Private Information Retrieval (PIR)
• Send database of all registered users to client

• Bloom filters

• Encrypted bloom filters

• Shared bloom filters

https://whispersystems.org/blog/contact-discovery/



Bloom Filter

• Test if element is member of a set

• False positives possible, no false negatives

• More elements → higher probability of false positives



Bloom Filter

• Start with empty bloom filter → bit array of m bits, all set to zero

• k different hashing functions → k positions in the array

• Adjusting hashing functions → reduces false positives



Bloom Filter

m = 18, k = 3

https://en.wikipedia.org/wiki/Bloom_filter#/media/File:Bloom_filter.svg



http://www.pandasecurity.com/mediacenter/mobile-security/whatsspy-public-app-spies-whatsapp-users/



https://gitlab.maikel.pro/maikeldus/WhatsSpy-Public/wikis/home



https://oflisback.github.io/telegram-stalking/



1) General & Crypto

2) End-to-end encryption & MITM

3) Account Hijacking

4) Privacy

5) Insecure Transmission & Storage



Insecure Storage

• Signal
• Local database encrypted with master key → encrypted with user-

defined password

• Telegram
• Database not encrypted → only protected by file permissions

• PIN doesn't affect database encryption



Insecure Storage

• WhatsApp
• Local database unencrypted → only protected by file permissions

• Backup encrypted → key and IV on local storage

• Backup stored on SD card → world readable

• Line
• Local database unencrypted → only protected by file permissions



Insecure Storage

• iMessage
• Modern devices encrypted by default

• Database encryption → no further research was done 



Insecure Transmission





Conclusion

● Verify fingerprints

● Don't trust closed source software

● Account hijacking mitigations (Telegram)

● Use state-of-the-art Crypto

● In our opinion, Signal is the best secure messaging application 
out there!



Q&A
@slashcrypto @Ra5pS3c

https://www.slashcrypto.org for the slides
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