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Secure Messengers | Recap



Secure Messengers | Recap

Signal on the outside, Signal on the inside

moxied

A few months ago we completed the process of unifying all of our apps across Android, i0S,
and the Desktop under the name 'Signal.’ This simplified the language around our apps and

eliminated a lot of confusion. Now we're doing the same thing "inside" our apps by renaming
Axolotl to Signal Protocol.



Secure Messengers | Recap

, WhatsApp's Signal Protocol integration is now
Sign: complete

A few months ago
and the Desktop u
eliminated a lot of
Axolotl to Signal Pt




SeCU re |\/| s Signal Desktop beta now publicly available

Wi

Sign:

A few months ago
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Open Whisper Systems partners with Google on
end-to-end encryption for Allo cly available




Open W Facebook Messenger deploys Signal Protocol for end
to end encryption




Open W Facebook Messenger deploys Signal Protocol for end
to end encryption

Safety number updates

The latest Signal release includes some changes to the way safety numbers work.

Safety numbers allow Signal users to verify the privacy of their communication with a contact,
either by comparing a number or by scanning a single QR code. We recently introduced this
new design as an update to Signal's previous UX, which we felt was no longer adequate for
what people had come to expect from Signal. Let's look at the safety numbers design in more

detail, then go over what's new in this release.




Doodles, stickers, and censorship circumvention for
Signal Android

The latest Signal for Android release includes support for adding doodles, stickers, and text to

images.

ol for end

er updates

» to the way safety numbers work.

yrivacy of their communication with a contact,
single QR code. We recently introduced this
., which we felt was no longer adequate for

t's look at the safety numbers design in more




Doodles, stickers, and censorship circumvention for 5| for end
Signal Android

moxieu

The lat

ez There is no WhatsApp 'backdoor’

et 7
moxiel

Today, the Guardian published a story falsely claiming that WhatsApp's end to end encryption

contains a "backdoor.”

Read more...

“ontact,
d this
., which we felt was no longer adequate for

t's look at the safety numbers design in more
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WhatsApp vulnerability allows
snooping on encrypted messages

Exclusive: Privacy campaigners criticise WhatsApp vulnerability as a ‘huge
threat to freedom of speech’ and warn it could be exploited by government
agencies

A security vulnerability that can be used to allow Facebook and others to
intercept and read encrypted messages has been found within its WhatsApp
Imessaging service.

Facebook claims that no one can intercept WhatsApp messages, not even the
company and its staff, ensuring privacy for its billion-plus users. But new research
shows that the company could in fact read some messages due to the way
WhatsApp has implemented its end-to-end encryption protocol.

Privacy campaigners said the vulnerability is a “huge threat to freedom of
speech” and warned it could be used by government agencies as a backdoor to
snoop on users who believe their messages to be secure.

https://www.theguardian.com/technology/2017/jan/13/whatsapp-backdoor-allows-snooping-on-encrypted-messages



Usability Feature or Backdoor?

)

[ Aljce

(1) Send message

(4) Send message

Server } [ Bob J
>
(2) Relay message :
>

(6) Get new public keys

(5) Publish new keys

(7) Re-encrypt message | |
with new key :

_______________________________________

(8) Send message

(9) Relay message
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Get new key
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Retransmit messages

Mallory receives messages



https://tobi.rocks

YESTERDAY

# Messages you send to this chat and calls are
now secured with end-to-end encryption. Tap for
more info.

Test - 509 PM
TODAY

Online message -0 4

Offline message |- ¢

10



https://tobi.rocks

YESTERDAY YESTERDAY

& Messages you send to this chat and calls are & Messages you send to this chat and calls are
now secured with end-to-end encryption. Tap for now secured with end-to-end encryption. Tap for
more info. more info.
Test 59 PM Test PM
TODAY TODAY
Online message 500 a1 . Online message . A
Offline message |- s A Offline message -5 a1

Tobias Boelter's security code changed. Tap for
more info.

10



Signal Usability Study



Usability Study | Threat Model

M
O registration E
@ session setup =
| © message exchange

Signal Server

© session setup

@ exchange

Bob

12



Revision | MtV

Alice Mallory Bob

 — ————
Exchange keys (public keys) : Exchange keys (public keys)

------------------------------------------------------------------------

Exchange (end-to-end) Exchange (end-to-end)
encrypted messages 5 encrypted messages

13



Usability Study | Tasks



Usability Study | Tasks

1. Send messages to communication partner

14



Usability Study | Tasks

1. Send messages to communication partner

2. Configure master password

14



Usability Study | Tasks

1. Send messages to communication partner

2. Configure master password
3. Create backup of local data & restore backup



Usability Study | Tasks

Send messages to communication partner
Configure master password
Create backup of local data & restore backup

B W

Send messages again 2 MitM



Usability Study | Tasks

Send messages to communication partner
Configure master password
Create backup of local data & restore backup

Send messages again 2 MitM
Verify the identity of the other party

A S



Usability Study | Tasks

Send messages to communication partner
Configure master password

Create backup of local data & restore backup
Send messages again 2 MitM

Verify the identity of the other party

o Uk wh e

Interview: What happened?



Usability Study | Participants




Usability Study | Participants

* Age
* 18 —35 years

* Knowledge about privacy and security
* 7 no knowledge
* 17 some knowledge
* 4 a lot of knowledge
* No experts

* Background
* Most of them used WhatsApp
* One used Signal

16



o & O

Bob

+43 676 7987033

schoenes foto
31 min

Danke
31 minw/ @

Danke
31 min v/

Hey, bin gerade bei aufgab(h
o Not delivered

Tap for details

Esist16:14
° Not delivered i

Tap for details

Secure session reset.

o Not delivered

[ae] Saving screenshot...

< Message details

Esist 16:14
o Not delivered @

Tap for details

7

@Some issues need your attention.

Bob
New identity

Tap for details

@ Send Signal message a

.

N

J

Bob

The identifying key material for Bob
has changed. This could either mean
that someone is trying to intercept your
communication, or that Bob simply re-

installed Signal and now has a new
identity key. You may wish to verify
this contact.

CANCEL  ACCEPT

17



) & (]

Bob

+43 676 7987 Add attachment

schoenes fo Gliiages
32 min
Conversation settings

Reset secure session

Mute notifications

Hey, bin gerade bei aufgabe 3
0 Not delivered @

Tap for details

Esist 16:14
° Not delivered @

Tap for details

Secure session reset.

c Not delivered

Tap for details

@ bend Signal message

Mute conversation
Disable notifications for this conversation

Notification sound
Default

Vibrate
Default

Color
Color for this contact

[ Verify identity ]

Block

~ O 9 4'z.dr B 4:00

< Verify identity

Their identity (they read):

05 a0 05 27 01 62 f3
Oa a4 47 58 1c 81 7e
10 ce 0Oe 09 1b 31 6b
b2 d3 79 a9 b8 a0 ab
25

Your identity (you read):

05 2d cd 91 cf 7a ae
a7 94 92 cO0 Oe 71 6a
e3 dé6 eb 0f 6b dO bd
ce c7 d4 ce e7 6d 37
69

[T

37
85

1a
f2

87
f1
e8
f8



(i) Verified!

Their key is correct. It is also
necessary to verify your key with
them as well.

A NOT Verified!

WARNING, the scanned key
DOES NOT match! Please
check the fingerprint text
carefully.

19



Usability Study | Results

Succeeded; 7

Failed; 21




Signal Usability | Recommendations

e “Verfiy” Button should be renamed
e Redesign verification page

* More informative “Help” pages

* Verification status

21



€ Verify identity

Their identity (they read):

05 d9 Qe f7 e3 f6
31 1d el 79 6b 81
19 b9 84 c5 ea 1le
O9b 24 ed4 c7 ea 91
19

Your identity (you read):

05 40 8b d4 6¢c 57
Oc a5 fa 44 76 Qe
67 59 7e 57 ea 22
f4 36 79 02 bc 17
5b

https://whispersystems.org/blog/safety-number-updates/

52
fb
50
a’

22
85

56

8d
4a
1d

04
c5
8d
e

-

€ Verify safety numbers

37345 35585 86758 07668
05805 48714 98975 19432
47272 72741 60915 64451

If you wish to verify the security of your
end-to-end encryption with Vera Zasulich,
compare the numbers above with the
numbers on their device. Alternately, you
can scan the code on their phone, or

ask them to scan your code. Learn more

22



v 4. 0754 v 4 0750

< Verify ide "Env N'GE bers <

Their identity Lk

05 d9 0e 1 |
31 1d e1 0
19 b9 84
9b 24 e4d
19
Your identity

i —

-

05 40 8b ;--‘\, ,-'358 07668

)75 19432

Oc a5 fa ¢ g D15 64451
67 59 7e Ii\'»\su,' v of
e curity of your
|
;ﬁ 36 79 Vera Zasulich,
pve with the
\ternately, you

phone, or
le. Learn more

' X 7Y ety )y_::._ - i |
| € (11 e Vi k
L 5 b e, i quickmemeico

https://whispersystems.org/blog/safety-number-updates/

22



Desktop Messengers



Signal Desktop




Search for people or groups

Eliza Bot Nov 30 '
How do you feel about... n G Friedrich Nietzsche

Friedrich Nietzsche =~ Nov 30
And we should call every truth f...

L. Book Club
See you there,

Masha Kolenkina
| can't wait to try it!

4 minute ago

Vera Zasulich Nov 30 And we should call every truth false which
was not accompanied by at least one laugh.

.‘) :

My piece for Iskra is ready!

Nestor Mahkno
Need a ride?

https://whispersystems.org/blog/images/signal-desktop-screenshot.png



Signal Desktop | Characteristics

e Standalone
e Chrome extension

* Uses QR code to exchange necessary information which is needed for
calculating secrets

* Open Source

25



Signal Desktop | Device Linking

Signal 00

E Fnlll i E

- I'l-i

‘i:"

=y tsdevice:/?
4= I uuid=nJEewN7irH55qAGTIKxFzQ&pub_key=BcCDO6cVIm
~T %2FBfSIzrmeBpul{ZfNIZE?AmMgEjTWhEkge

ji |.. 4

- ”I-F

‘-*_'J:ul_.

-

Open Signal on your phone and navigate to Settings > Linked devices. Tap the
button to add a new device, then scan the code above.

26



[Sig nal Desktup] [Eig nal Eerver] [Sig nal Mubile]

(1) Request UUID

>

(2) Generate public/
private key

...........................................

(3) Scan QR code

| (4) Request provisioning code

-------------------------------------------

: (2) Encrypt identity
+ informationdprovisioning code
using derived secret key

(6) Send encrypted identity information |

(7) Deliver encrypted
identity information

(8) Decrypt identity | |
information v ;

.........................................

27



[Sig nal Desktup] [Eig nal Euerver]

(9 User input

(10) Create random pﬂssmrdi
random signalingkey,
random registrationld

(11) Tran=mit generated
infos/provisioning code ;
>

i i
i i
] i |

{ | [12) Cross check

(13) Reply with device Id

' provisioning code

[Signal Mobile]

28



" (14) Generate sigePreKey

[Sig nal Desktup] [Eig nal Euerver] [Eig nal Mubile]

-
[
[]
[]
[]
]

and prekKeys

(15) Transmit generated
keys 5
-

! | (16) Processand |
i store keys locally

.................................

(17) Send contacts and groups

(18) Delnser contacts
and groups

(19) Update groups |
and contacts b

29



Signal Desktop | Synching

 After linking, Signal syncs contacts and group-memberships to Signal
Desktop

* Done via a normal Signal message = Recipient is the device_id



Signal Desktop | Synching

 After linking, Signa

Desktop
* Done via a normal

NOTHINGFANCY;

HAEREN

\
\

Gl

R

1berships to Signal

he device_id

30



Signal Desktop | Info Leak

* Known problem — Hard to mitigate
 Signal Desktop leaks phone numbers + device_ids

https://textsecure-service-... OPTIONS N1/messages/+436604
https://textsecure-service-,.. OPTIONS v1/messages/+436603
https://textsecure-service-... OPTIONS v1l/messages/+436503
https://textsecure-service-... PUT v1/messages/+436604
https://textsecure-service-... PUT v1/messages/+436603
https.//textsecure-service-... PUT v1/messages/+4 3¢
https://textsecure-service-,.. OPTIONS N2/keys/+436603
https://textsecure-service-... OPTIONS N2/keys/+436503 /4
https://textsecure-service-... GET N2/keys/+436603
https://textsecure-service-,.. GET N2/keys/+436503 /4
https://textsecure-service-... OPTIONS N2/keys/+436503 /5
https://textsecure-service-... PUT v1/messages/+436603
https://textsecure-service-... GET N2 /keys/+436503 /5

31



Signal Desktop | Info Leak

* Known problem — Hard to mitigate
 Signal Desktop leaks phone numbers + device_ids

https://textsecure-service-... OPTIONS /v1/messages/+436604|
https://textsecure-service-,.. OPTIONS v1/messages/+436603
https://textsecure-service-... OPTIONS v1l/messages/+436503
https://textsecure-service-... PUT v1/messages/+436604
https://textsecure-service-... PUT v1/messages/+436603
https.//textsecure-service-... PUT v1/messages/+4 3¢
https://textsecure-service-,.. OPTIONS N2/keys/+436603
https://textsecure-service-... OPTIONS N2/keys/+436503 /4
https://textsecure-service-... GET N2/keys/+436603
https://textsecure-service-,.. GET N2/keys/+436503 /4
https://textsecure-service-... OPTIONS N2/keys/+436503 /5
https://textsecure-service-... PUT v1/messages/+436603
https://textsecure-service-... GET N2 /keys/+436503

31



Signal Desktop | MitM

Alice - 0676 7987084

[ Your safety number with Alice has changed. ]

Hello Bob, how are you?
1 minute ago «#

Hello | just reinstalled the app

32



Signal Desktop | MtV

Settings

Theme

* Android
Android (dark)
i0s

Notifications
When messages arrive, display notifications that reveal:

® Both sender name and message
- Only sender name

- Meither name nor message

' Disable notifications

Safety numbers approval

) Require approval of new safety numbers when they change




Signal Desktop | MitM

Settings

Theme

® Android
© Android (dark)
O i0s

Alice - 0676 7987084

) Only sen
@ Nei;err Hello Alice @)
' Disable 1 minute ago «

Safety nun Hello Bob :)

2 minutes ago

) Require
How are you?
A

now




Signal Desktop | MtV

Theme New safety number

® Android Mice Details Accept
) Android (dark) o

0 i0s

Motificatio A How are you?

now

When mess

® Both ser Sent Wednesday, January 18, 2017 3:04 PM
) Only sen To

) Neither ° Alice

) Disable

Hello Bob ?)

Safety nun

2 minutes ago

) Require

How are you?
A

now

33



Signal Desktop | MtV

Theme New safety number

® Android Mice Details Accept
) Android (dark) o

0 i0s

Motificatio A How are you?

now

When mess

® Both ser Sent Wednesday, January 18, 2017 3:04 PM
) Only sen To

) Neither ° Alice

) Disable

Hello Bob ?)

Safety nun

2 minutes ago

) Require

How are you?
A

now

33



Signal Desktop | MtV

Settin

Theme

® Andre

2 Andr
1 i0S

Notifica

When me

® Both
) Only:
) Neith
) Disak

Safety n

) Requi

(ﬂe'w safety number

contact simply reinstalled Signal. You may wish to verify the new safety number below. Learn more about verifying safety numbers

Your safety number with Alice

37689 29170 32637 35407 67919 85994 83582 72272 50715 57272 15110 64064

\_

Alice Hide details m

Your safety number with this contact has changed. This could either mean that someone is trying to intercept your communication, or this

~

J

test
A

Sent Friday, January 20, 2017 1:48 PM
To

Alice

you?

33



Signal Desktop



WhatsApp Web



€ - C A @ https//web.whatsapp.com Wt P © 0
% Apps [E) ONLINE HUAWEIM... @) Home - Affiliate Pan... M New Tab B How to Center the B... ﬂ Blogging Academy ... i} my-metech-com - ...

Infinix zero hood
EMMUNALE, Henry Johnfred, Olawale_Boss, +234 703 264 1610, +234 703 374 0684, +234 703 ..

U wan join nairabet?

YES . .uoians
Search or start new chat 9AM v
Maybe am a girl...maybe am a [onely qgirl... +234 813 564 8674 —MilkMan
Okay
DUBE GUY
Rotate let me fire to ur banana leaves. C ... Any one just want to learn it AM

+234 813 564 8674 —MilkMan
E Now or later?

Now | want to play tomorrow

G AM
» EBUKA CEE
J Jstanotherguyonthestreet!!! +234 813 564 8674 —MilkMan

Register here 51 A
& EGWUEME AMARA https://www.nairabet.com/Odds/registration/affili
Tz Busy ate284743 S
Okay 5
EKWUNIFE
Make we go pm
Let's move on 2
Okay .- v
Az EMEKA GTC
vt
\ ¥ Even without pencil i will still draw your a

® | L
ANBde EMEKA MME .

https://4.bp.blogspot.com/-vgobDlixh6s/VMRIo_jC-YI/AAAAAAAABHM/XfTbK8FIn5w/s1600/Screenshot%2B(28).png



WhatsApp Web | Characteristics

* Mobile dependent
* Web application

* Uses QR code to exchange necessary information which is needed for
calculating secrets

* Closed Source
* Privacy concerns

36



WhatsApp Web | Device Linking

B https://web.whatsapp.com

Android

Open WhatsApp — Menu — WhatsApp Web

Windows Phone
Open WhatsApp — Menu — WhatsApp Web

BlackBerry 10
Open WhatsApp — Swipe down from top of
screen — WhatsApp Web

code

WhatsApp

Use WhatsApp on your phone to scan the

¥l Keep me signed in

To reduce mobile data usage, connect your phone to Wi-

Fi

000

iPhone
Open WhatsApp — Settings — WhatsApp
Web

BlackBerry
Open WhatsApp — Chats — Menu key —
WhatsApp Web

Nokia S60
Open WhatsApp — Menu — WhatsApp Web

37



[Whatsgpp Web] [WhatsApp Eerver] [ WhatsApp ]

[3] Generate keg.' material

S

{ (1) Generate public/ } | =
: private key Pl
' P | Percdic update of “ref
| enemte E_]H code : ,.‘ -
' [2] Scan {;'IH code [{:EII'IEJ ns re? pub key and browser_id)
- e e e
' (4 Send encrypted message keys +
: pub_key
-
| (5) Deliver encrypted
; message keys + pub_key 5
g ;
" (B) Decrypt and save | | |
message keys | i
| (7) Send encrypted messages,
5 ; groups and contacts
5 -
| (8) Deliver i

gmups El'ld contacts

(9) Update messages,

o e

e e e e e
1

38



WhatsApp Web | Synchronisation &
encryption

* WhatsApp mobile uploads chats to WhatsApp Web

* Images are stored encrypted on WhatsApp server — decrypted locally within
the web application

39



WhatsApp Web | Synchronisation &
encryption

* WhatsApp mobile uploads chats to WhatsApp Web

* Images are stored encrypted on WhatsApp server — decrypted locally within
the web application

1484148051 --170,["admin","Conn" "reref"] 41 16:205. ..
1484148051.--170 {"status" 200, "ref" " L@pfiBPPyHLY 83 XkDe TIMxP7Fyvesm+XiAgabzPDGIviREaR X ctaib iGLy Y™ "tt" 20000} 110 | 16:205. ..
s1["Conn" {"ref"" l@pfiEPPyHLYE3XkDe|TIMxP7Fysm+XiAgabzPDGIvNREaRXctaib/iGLy YY", "wid" "4 36767987084 @c us" "connected" true,"is. .. 1228 16:206. ..
s2,["Stream” "update" false,"0.2 2730")] 39 16:2056. ..
s3,["Frops" {"bucket""b","gifSearch" "giphy" ,"SPAN" true,"SET_BLOCK" true,"MESSAGE_IMFO" true,"media" 64, "maxSubject” 25, "maxFParticip. . . 206 16:205...

136 | 16:20:5..\

Binary Frame (Opcode 2)
Binary Frame (Opcode 2)

Binary Frame (Opcode 2)

Binary Frame (Opcode 2)
Binary Frame (Opcode 2, mazk)
Binary Frame (Opcode 2, mazk)

39



WhatsApp Web | Synchronisation &
encryption

* For encryption between WhatsApp Web and WhatsApp mobile, a
symmetric key is used

40



WhatsApp Web | Synchronisation &
encryption

* For encryption between WhatsApp Web and WhatsApp mobile, a
symmetric key is used

Key
+CAd4xh20auNT5DOX9hqlg==
INPzuwAjediyAQdJEV20VQ==
OMHj6jtKAT 3eh8tyMKIEJA==
2/WKoyBWLT5kHHX095H6aQ==
WABrowserld

Value
[{"id":"uM7Jk0OboVsrscR+l1aqgg=="}]
false

false

[{“id":"global _mute","expiration";0}]
"“THARgzk80OFgAvXVEl/ Tig=="

WASecretBundle

{"encKey":"CtivaoyUf1Kmms5bSe16Eisy7p Oo+FRtlrbZwFJInP08=","macKey":"9NFv92BZhBsR/Nbcu7NZ6Hsf/[pNoxhSCODB...

“WAToken1

WAToken2

debugCursor
i3t7+MdIIkCYTWMBBIi6iPA==
ktZB7IEPy76k8XB3W/1CtA==
logout-token

remember-me

storage_test

ver

whatsapp-mutex

yw cerONIVizVz r tQumhj co="
"1@YGHUxUnzT QjhpCZd08hp5BXz7czAFA2yWgEGpVdql1LrhJXSRh9Din6Npfiqlupga8531CSPIW1dw=="
478
[{“id":"defaultPreference","wallpaperColor":"default_chat_wallpaper"}]
false
"1@B3bXu/2XY3tVZGw36WAZ2LauwrtMxNPd5XI51zycjibDU/olliFn7ieva7LSeibnsfpidhFvSyPD3Lz2blyFeHIEUAGao9ZtATIX+I...
true
storage_test
1

"x189703616:init_1487778912397" o



WhatsApp | Default Settings and Privacy
Concerns



WhatsApp | Default Settings and Privacy
Concerns

No SIM = 10:50 64 % )

< Settings  Account

Privacy
Security
Change Number

Delete My Account

(Share My Account Info ()\

Share my WhatsApp account information with
Facebook to improve my Facebook ads and
products experiences. Your chats and phone
number will not be shared onto Facebook
regardless of this setting. Learn more.

\_ J

w & ® QO @

Favorites Calls Contacts Chats Settings



WhatsApp | Default Settings and Privacy
Concerns

No SIM = 10:50 64 % ) No SIM = 10:52 64 % M b
( Settings Account < Account Privacy
Privacy Last Seen Everyone
Security Profile Photo Everyone
Change Number Status Everyone

Delete My Account
Blocked None

O List of contacts you have blocked.

Share My Account Info

Share my WhatsApp account information with q . O
Facebook to improve my Facebook ads and Rea Recelpts

products experiences. Your chats and phone
number will not be shared onto Facebook
regardless of this setting. Learn more.

\_ J

If you turn off read receipts, you won't be able
to see read receipts from other people. Read
receipts are always sent for group chats.

w &S @ O @ w & ® O ®

Favorites Calls Contacts Chats Settings Favorites Calls Contacts Chats Settings



WhatsApp |
Concerns

No SIM = 10:50 64 % WL} No SIM = 10:52 64 %} No SIM = 10:53 64 % W)

< Settings

Default Settings and Privacy

Account < Account Privacy < Account  Security

Privacy
Security
Change Number

Delete My Account

Share My Account Info O\
Share my WhatsApp account information with
Facebook to improve my Facebook ads and
products experiences. Your chats and phone
number will not be shared onto Facebook
regardless of this setting. Learn more.

\_ J

w & ® QO @

Favorites Calls Contacts Chats Settings

Last Seen Everyone
Profile Photo Everyone
Status Everyone
Blocked None

List of contacts you have blocked.

Read Receipts O

If you turn off read receipts, you won't be able
to see read receipts from other people. Read
receipts are always sent for group chats.

w &S ©® Q@ @

Favorites Calls Contacts Chats Settings

R

v

When possible, the messages you send
and your calls are secured with end-to-
end encryption, which means WhatsApp
and third parties can't read or listen to
them. Learn more about WhatsApp
security.

\

Show Security Notifications

Turn on this setting to receive notifications
when a contact's security code has changed.
The messages you send and your calls are
encrypted regardless of this setting, when
possible.

J

w & @ Q9 @

Favorites Calls Contacts Chats Settings
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WhatsApp | Default Settings and Privacy
Concerns

WhatsApp sends

* Battery level
* Pluggedin or not?

Location (Country)

Language settings

Exact WhatsApp version

Exact phone model

Exact OS info

Crash messages (without notification)
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WhatsApp Web | MtV

.FN,-\W\' ”
(_ C/L\ U\ ;“

RO

Hey, just reinstalled my WhatsApp
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WhatsApp Web | MitM

Hello

09:57 W/
today Bob? 0957 &

Hey, just reinstalled my
y problem :=) 10:01 W/
43
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Bob's security code changed. Click for more info.

Very well (&) how are you? s

"i 0:13 &

o ~
Ao -
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Messages you send to this chai

Bob's security

Very well (&) how are you?

Werify Security Code
You, Bob

40474 29526 62475 39585
412714 B1537 46737 62196
80500 88780 5094471 64022

Scan the code on your contact's phone, or ask them to scan
your code, to verify your messages and calls to them are
end-to-end encrypted. You can also compare the number

above to verify. This is optional. Learn more

UPLOAD CODE
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Werify Security Code
You, Bob

Messages you send to this chai

40414 29526 62475 39585

: 41214 81537 46737 62196
Bob's security
80500 88780 5094471 64022

Very We” \:‘:J hOW are you? Scan the code on your contact's phone, or ask them to scan
your code, to verify your messages and calls to them are
end-to-end encrypted. You can also compare the number

above to verify. This is optional. Learn more

Non-blocking! — Messages are sent anyway!
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General Issues



Cross-Site-Scripting

* Both desktop messengers are mainly built out of JavaScript
e Attacker would be able to steal messages

* WhatsApp Web vs. Signal Desktop
 Signal Desktop stores private identity key locally
 WhatsApp Web never has access to the private identity key

* Probably easier to exploit within WhatsApp Web



Amazon.com R

€ | ...amazoncom C A o Ba $ 0 % @ & EH-BB-0B8 O » =

Whatsapp

WhatsApp is giving away a 1 Year as
a free service, Just open your

WhatsApp on your phone, from
settings choose WhatsApp Web and
scan the QR code. Enjoy texting?nd
Happy Valentine!

The WhatsApp Team

https://www.seekurity.com/blog/wp-content/uploads/2016/11/PhishingPopup.jpg
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http://www.mememaker.net/meme/did-someone-say...-free-stu
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Storage

* WhatsApp uses the local browser cache
 Stored in clear text

* Signal uses IndexedDB
* Persistent client-side database which comes with HTML5
* No way of encrypting Signal Desktop messages (like in the mobile application)



Conclusion

e Signal Protocol most widely used E2E encryption protocol for
messengers

* WhatsApp focuses on usability
e Security notifications disabled by default
e Retransmission problem

* Signal focuses on security
* Security notifications enabled by default
* More warnings can irritate users

* Providers can ALWAYS MITM users when keys are not verified



Conclusion

* Both desktop variants store messages in cleartext on the disk

* Privacy
 WhatsApp makes money out of YOUR data
 Signal focuses on privacy

We as security focused people prefer Signal over WhatsApp, but this is
not a big surprise ©
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Talk
computer
securlty to me

Q&A

@slashcrypto @pycycle
https://slashcrypto.org for the slides
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