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Usability vs. Security
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https://www.theguardian.com/technology/2017/jan/13/whatsapp-backdoor-allows-snooping-on-encrypted-messages
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Usability Feature or Backdoor?
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Alice sendsmessages

Χ ōǳǘ they arenot delivered

Mallory registersWA account
with Bobs numberGetnewkey

Retransmit messages

Mallory receives messages

WARNING
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Signal Usability Study
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Usability Study | Threat Model
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Revision | MitM
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Usability Study | Tasks

1. Send messages to communication partner

2. Configure master password

3. Create backup of local data & restore backup

4. Send messages again ĄMitM

5. Verify the identity of the other party

6. Interview: What happened?
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Usability Study | Participants

Male; 21

Female; 7
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Usability Study | Participants

ÅAge
Å18 ς35 years

ÅKnowledge about privacy and security
Å7 no knowledge

Å17 some knowledge

Å4 a lot of knowledge

ÅNo experts

ÅBackground
ÅMost of them used WhatsApp

ÅOne used Signal
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