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Signal on the outside, Signal on the inside

oxlel

A few months ago we completed the process of unifying all of our apps across Android, i0S,
and the Desktop under the name 'Signal.’ This simplified the language around our apps and

eliminated a lot of confusion. Now we're doing the same thing "inside" our apps by renaming
Axolotl to Signal Protocol.
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Secure I\/I Signal Desktop beta now publicly available
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Open Whisper Systems partners with Google on
end-to-end encryption for Allo cly available




Open W Facebook Messenger deploys Signal Protocol for end
to end encryption




Open W Facebook Messenger deploys Signal Protocol for end
to end encryption

Safety number updates

The latest Signal release includes some changes to the way safety numbers work.

Safety numbers allow Signal users to verify the privacy of their communication with a contact,
either by comparing a number or by scanning a single QR code. We recently introduced this
new design as an update to Signal's previous UX, which we felt was no longer adequate for
what people had come to expect from Signal. Let's look at the safety numbers design in more

detail, then go over what's new in this release.




Doodles, stickers, and censorship circumvention for
Signal Android

The latest Signal for Android release includes support for adding doodles, stickers, and text to

images.
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ez There is no WhatsApp 'backdoor’
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Today, the Guardian published a story falsely claiming that WhatsApp's end to end encryption

contains a "backdoor.”

Read more...
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WhatsApp vulnerability allows
snooping on encrypted messages

Exclusive: Privacy campaigners criticise WhatsApp vulnerability as a ‘huge

threat to freedom of speech’ and warn it could be exploited by government
agencies

A security vulnerability that can be used to allow Facebook and others to
intercept and read encrypted messages has been found within its WhatsApp
Imessaging service.

Facebook claims that no one can intercept WhatsApp messages, not even the
company and its staff, ensuring privacy for its billion-plus users. But new research
shows that the company could in fact read some messages due to the way
WhatsApp has implemented its end-to-end encryption protocol.

Privacy campaigners said the vulnerability is a “huge threat to freedom of
speech” and warned it could be used by government agencies as a backdoor to
snoop on users who believe their messages to be secure.

https://www.theguardian.com/technology/2017/jan/13/whatsappackdoorallowssnoopingon-encryptedmessages



Usability Feature or Backdoor?
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https://tobi.rocks
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YESTERDAY YESTERDAY

& Messages you send to this chat and calls are & Messages you send to this chat and calls are
now secured with end-to-end encryption. Tap for now secured with end-to-end encryption. Tap for
more info. more info.
Test 59 PM Test PM
TODAY TODAY
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Tobias Boelter's security code changed. Tap for
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Signal Usability Study
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Usability Study Tasks



Usability Study Tasks

1. Send messages to communication partner
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Usability Study Tasks

1. Send messages to communication partner
2. Configure master password
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Usability Study Tasks

1. Send messages to communication partner

2. Configure master password
3. Create backup of local data & restore backup



Usability Study Tasks

Send messages to communication partner
Configure master password

Create backup of local data & restore backup
Send messages aganMitM
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Usability Study Tasks

Send messages to communication partner
Configure master password

Create backup of local data & restore backup
Send messages aganMitM

Verify the identity of the other party
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Usability Study Tasks

1. Send messages to communication partner

2. Configure master password

3. Create backup of local data & restore backup
4.
5
6

Send messages aganMitM

. Verify the identity of the other party
. Interview: What happened?
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Usabllity Study Participants

AAge
A18¢ 35 years

AKnowledge about privacy and security
A7 no knowledge
A17 some knowledge
A4 a lot of knowledge
ANo experts

ABackground
AMost of them used WhatsApp
AOne used Signal
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